
Secure Sensitive Data 
Email is vital in business communication. Companies are dependent on email to correspond with customers and 

employees on a daily basis. This correspondence often contains sensitive information - intellectual property, financial 

figures, medical records, or other data - that is subject to regulatory compliance requirements.

Why Encrypt?
Increasingly, email encryption is becoming required by law:

	 •	 A new HIPAA law that goes into effect in February of 2010 brings drastic implications including a penalty increase  
	 	 for violations up to $1.5 million. 

	 •	 The State of Nevada passed a law in October 2008 that all businesses must secure confidential customer  
	 	 information if it is sent electronically.  

	 •	 The Commonwealth of Massachusetts has mandated that, effective January of 2010, companies are required to  
	 	 encrypt all personal information of state residents transmitted electronically or wirelessly. This includes Social  
	 	 Security and employer-identification numbers, drivers’ license or identity card data, account, credit and debit card  
	 	 numbers with any password or security and access codes. 

	 •	 The Gramm-Leach-Bliley Act (GLBA) protects consumers’ personal financial information held by financial institu- 
	 	 tions. Its “Safeguards Rule” requires all financial institutions to design, implement and maintain safeguards to  
	 	 secure confidential data.

	 •	 The UK Data Protection Act insists that companies protect personal data, use it only for its intended purpose,  
	 	 keep it accurate and comply with several other data protection principles. Violators are subject to  
	 	 criminal prosecution.

Email Encryption Made Easy
Encryption is no longer just a luxury – it is a critical part of a comprehensive security strategy. The Webroot® Email 
Encryption Service helps businesses meet legal, compliance and regulatory standards by automatically encrypting email 
messages based on company email policy. This policy based encryption service expands data loss prevention capabilities 
and improves the secure handling of confidential company data. 

Customizable encryption policies allow automatic email encryption based on existing administration rules. Users can also 
encrypt communications on an as-needed basis. Messages are sent securely even if the recipient does not have encryp-
tion capabilities, eliminating the need for users to manage encryption keys. 

How it Works
	 1.	 Email messages tagged for encryption are delivered to the Webroot datacenter via a secure SSL/TLS  
	 	 encrypted channel.  

	 2.	 Messages are scanned according to email filtering and use policies then encrypted and either delivered directly  
	 	 to the recipients email inbox or stored centrally for access via a secure web portal.  Company policy will dictate  
	 	 preferred method of delivery.  No hardware or software is required by sender or recipient. 

	 3.	 For messages stored centrally for access via a secure web portal, a standard SMTP based email will be sent to the  
	 	 recipient informing them an encrypted message has been sent.  This message will include a link to the secure  
	 	 web portal as well as instructions on how to login to receive this message.  Recipient access to this web portal  
	 	 is secured via an HTTPS/SSL 128-bit encrypted channel.

	 4.	 Once accessed, this secure web portal will allow recipient to view original message, reply to sender and even  
	 	 create new messages securely.

Encryption Service



See the Benefits for Yourself!
To schedule a free trial or demo, call 866.915.3208, or visit www.webroot.com/business.
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Webroot Email Encryption Service
Features Benefits

Secure email  
communications 
between customers, 
clients, and partners

-	 Easily encrypt confidential communications with important business partners  
	 and customers

-	 No additional hardware, software, or encryption keys required 

Integration with  
Content Scanning 
Engine

-	 Set custom policies to trigger automatic encryption of messages

-	 Integration with content dictionaries to expand data loss prevention capabilities

- 	Meet legal, compliance and regulatory requirements around data security 

Flexible Email  
 Delivery Options

- 	Seamless delivery to company employees and other Webroot PBE customers  
	 via an automated encryption key exchange.

- 	Automated best method of delivery to external audiences via SMTP encrypted  
	 email or HTTP/SSL encrypted channel.  

Easy to deploy, use 
and manage

SaaS based solution that is easy to use for senders, recipients and administrators.  
No encryption key management is required.

Custom branded 
portal

Portal can be co-branded with customer logo to support and extend customer  
brand equity.

Service Level  
Agreements

Guaranteed performance around service availability.
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