TRAINING COURSE

PRICES AND COURSE

SCHEDULE

SOPHOS NAC ADVANCED

Foursys

This is a hands-on two day training course intended
for customers planning to implement Sophos NAC
Advanced (SNAC), or customers with an existing

Installation.

Sophos NAC Advanced Course Summary

This course will cover in detail the architecture of SNAC
as well as its day to day support. Attendees will be
provided with laptop PCs (up to four) on which they will
complete a series of labs to configure a pre-installed
fully working SNAC environment. A typical SNAC
deployment consists of a SNAC Application Server,
Microsoft SQL Server, Active Directory domain, DHCP
and Persistent Agent enforcement. Attendees will also
learn how to troubleshoot and support a SNAC

deployment, and how to get the most out of the product.

Note: Due to the varying nature of Sophos NAC
installations, the course does not ordinarily cover
product installation. If you would like to cover this,
please discuss a bespoke training schedule

with Foursys.

Foursys Training Courses available

Sophos NAC Advanced Administration 2 day

Sophos Endpoint Administration 2 day

Websense Web Security Administration 1 day

Microsoft ISA Server 2006 Standard/Enterprise

Administration 2 day

e Combined Sophos Endpoint and Websense Web
Security Administration 3 day

e Combined Microsoft ISA Server 2006 and Websense

Web Security Administration 3 day

Foursys Professional Services Guarantee

Foursys Ltd Specialists in Network Threat Protection
Stow Court Stow Road Quy Cambridge CB25 9AS

All course content is provided in paper and electronic
format. A certificate is provided on completion of the
course. See over for detailed course schedule.

Foursys Training Courses

Foursys training courses all have these key advantages
to customers:

¢ At Foursys or on-site
Choosing to hold courses on-site can mean that more
people can attend and you do not incur the cost of
travelling. Alternatively, you can come to our dedicated
training room at our offices near Cambridge.

¢ Small Class Numbers
A maximum of 4 delegates ensures that everyone has
plenty of one-to-one instruction and gets the very
most out of the course

¢ Relevant content
We focus only on what administrators need to know,
covering the installation and the actual platform that
they need to use. Real life labs on setup and
troubleshooting are included. This makes the course
both concise and relevant.

e Courses Can be Tailored
This ensures that the course meets the needs of your
organisation, and areas that are not important can be
covered as an overview only or deleted.

¢ Cost Effective
Training from 1 to up to 4 people on site - or at our
offices, means that you can maximise the value that
you get from your training budget.

Tellmain): 01223 810910 Tel(technical]: 01223 810911 Fax: 01223 810912 Email: sales@foursys.co.uk
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Training Course Prerequisites

All attendees should have the following skills:

e Windows 2003 support and administration skills,
including solid understanding of the following

Active Directory

DHCP Server

DNS

Internet Information Services (I1S)
Internet Authentication Service (IAS)

Sophos NAC Advanced Course Schedule
Introduction to Foursys and Sophos
Sophos NAC Overview

Product Architecture

User scenarios

Enforcement Methods

¢ Quarantine agent (Persistent and Web)
e DHCP

e VPN

e RADIUS

e 802.1x

System requirements

General network administration and support skills

Foursys

Product Components
Server components

e Application (Policy) Server
e Database Server

e DHCP Enforcement Module
Client components

¢ Persistent Agent

e Web Agent

Planning a NAC Deployment
¢ DARRE deployment stages
e Define

Assess

Report and Alert
Remediate

Enforce

Configuration
Windows Components
e DHCP user classes
e |AS

o IS

e DNS

NAC Components

e Building a policy
Group mapping
Custom Applications/Patches
Access Templates
Creating Agents

Troubleshooting and Reporting

Best Practice advice and tips

Training Course 4 persons 3 persons 2 persons 1 person
2 day Sophos NAC Advanced

Training at Foursys Cambridge £2000 £1800 £1600 £1200
Training on customer site £2750 £2500 £2250 £2000

Training prices assume customer has Foursys Enhanced Support.
Subject to Foursys Terms and Conditions. Prices exclusive of VAT.
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