FOURSYS
PROFESSIONAL SERVICES
SECURITY HEALTH CHECK

Foursys can offer a one-off Security Health
Check or Annual Health Check Service covering

key Sophos, Websense, MIMEsweeper and Microsoft
ISA security products.

Foursys

The Technical Features of the Foursys Security
Health Check include:

The Foursys Security Health Check provides a
collection of services designed to assist our customers
and offer guidance on securing their network. Many of
our customers have historically installed a Foursys ¢ Briefing meeting including overview of security
supplied security solution, but have reported that they architecture.

would like assistance to ensure that the solution is still e Ensure Security solution is operating correctly and

achieving best practice security standards.

The Foursys Security Health Check provides a full
review of the installed security solutions and provides
a documented report on recommended changes and
future proofing.

A Foursys Certified Engineer will review the security
infrastructure at the customer location. A Security
Health Check for one of the products listed (see table)
will normally take one day and is charged at the same
day rate for all customers in the UK and Ireland and
include expenses.

Foursys Professional Services Guarantee

Foursys Ltd Specialists in Network Threat Protection
Stow Court Stow Road Quy Cambridge CB25 9AS

updating.

e Check status of solution and its configuration.
¢ Review patch level and service pack level and where

necessary update to the latest release.
Perform check of current rules and policies against
best practice and organisation requirements.

e Review of firewall or client firewall and policy.

Review integration with Active Directory or other
Directory service.

Knowledge Transfer on existing security solution
and any additional security services required.

¢ |nvestigate any special issues requested.

Provide a report to customer on strengths and
weakness of the security policy and recommend
any corrective action.

The Business Benefits of a Foursys Security
Health Check include:

General Review - Providing a proactive and unbiased
review of the customers security solution.
Troubleshooting - Investigating, assessing and
reporting on problem areas.

Return On Investment - Ensuring the security is
maximised for a customers solution, by reviewing
configuration, policy and administration.

Business Continuity - Reviewing the solution

to assess any implications.

Due Diligence - Ensuring customers are carrying
out due diligence on their network security by
implementing an external health check.

Data Integrity - Assists in protecting the integrity of
customer data by reviewing configuration, policy and
administration.
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Foursys Security Health Check Features

Foursys

Security Health Check Service Sophos Sophos Websense | MIME- Microsoft

Endpoint | Endpoint | Web sweeper ISA

& Email Security Email

Clear written report with prioritised v v v v v
recommendations
Initial scoping and overview v v v v v
Check status of server configuration v iy iy v o
(and client where applicable)
Review patch_ level and service pack s v v v s
level of solution
Perform check of current rules and v v v v e
policies against best practice
Review 'of firewall or client firewall v v v
and policy
R_eview solution inte_gration with Active v v v v v
Directory or other Directory service
Knowledge Transfer v v v v v
Investigate customer specific issues v v v v v

The Foursys Security Health Check can usually be achieved in one working day.
Multiple product health checks can be accommodated.

For complex infrastructure and deployment, Foursys will work with the customer to produce a scope of works
prior to the Health Check being undertaken.
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